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(54) PASSWORD SETTING SYSTEM BY REMOTE CONTROL 

(57)Abstract: 

PURPOSE: To relieve the CE job load and to quickly 
revise a password by managing new and old 2-generation 
of passwords with respect to the password setting 
system for setting passwords for plural terminal 
equipments via a line. 

CONSTITUTION: The system is provided with a monitor 
center 1 having new and old 2-generation of passwords 
and a terminal equipment 2 having the password. Data 
communication is implemented between the terminal 
equipment 2 and the monitor center 1 when the terminal 
equipment 2 is connected to the monitor center 1 
through a line and only when the password possessed by 
the terminal equipment 2 is coincident with any of the 
new and old 2-generation of passwords. Furthermore, 
the monitor center 1 sends a new password to the 
terminal equipment 2 having the old password and the 
temninal equipment 2 receiving the new password sets 
its password to the new password. 
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* NOTICES * 

JPO and fNPlT are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 

precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 

CLAIMS 

[CSaim(s)] 

[Claim 1]Only when either of the passwords old and new [ two generations of] sent from a 
monitoring center (1) when it has the following and a terminal (2) carries out a line connection to 
the above-mentioned monitoring center (1), and a self password to hold are in agreement, 
Perform data communications among both and a monitoring center (1) transmits a new password 
to a terminal (2) of an old password if needed, A password setting method constituting so that a 
terminal (2) which received this may set it as a new password and which sets up a password of 
two or more terminals via a circuit. 

A monitoring center (1) with an old and new password of two generations. 

A terminal (2) which connects with this monitoring center (1) via a circuit and holds a password. 



[Translation donej 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
10001] 

[Industrial Application]This invention is a password setting method which sets up the password 
of two or more terminals via a circuit (for example, ISDN network), A password is formed for 
every terminal, and it is related with the password setting method which setting out is carried 
out and make a change possible from a center alt at once to the terminal of all the business 
stores so that a change at the time of the setting-out unloading immediately after introduction 
of a centralized supervisory and control system or password disclosure may be speedily made at 
the terminal of an automatic transaction device etc. When CE (customer engineer) makes the 
password setting error of the terminal of a business store, it is related with the security 
maintenance of two generations an automatic machine monitoring center and whose connection 
are enabled. 
[0002] 

[Description of the Prior Art]When the terminal (for example, automatic transaction machine) 
linked to a monitoring center (for example, automatic machine monitoring center) was 
conventionally introduced into a business store, as shown in drawi ng 7, CE went to the business 
store directly and had set the password as the terminal manually. 
[0003] 

[Problem(s) to be Solved by the Invention]For this reason, since the password was different by 
the security check at the time of the system startup of the terminal (automatic transaction 
machine) of a business store which made the setting error when there were a setting error of a 
password, etc., as shown in drayying 8^ there was a problem of not being connectable with an 
automatic machine monitoring center Operation of the composition of drawing drawing 8 ^ 

explained briefly. 

[0004](1) Set a password (for example, password BBBB) as an automatic machine monitoring 
center. 

(2) Set up so that CE may go to the terminal of the business store A, the terminal of the 
business store B, and the terminal of the business store C and may update the password AAAA 
in the password BBBB manually, respectively (drayying^^^?^^ Under the present circumstances, CE 
carries out tiie setting error of a password to the terminal of the business store B, and 
considers it as as [ the conventional password AAAA ]. 

[0005](3) Although it is going to connect the terminal of the business store A, the terminal of the 
business store B, the terminal of the business store C» and an automatic machine monitoring 
center to an early morning power up etc. via a circuit, about the terminal of the business store A 
and the terminal of the business store C in which CE set up the password correctly, it is 
connectable. However, about the terminal of the point B in which the password made the setting 
error doing business, a password can be different and cannot connect (drayying^B^ 
[0006]An object of this invention is to manage the old and new password of two generations, and 
to make possible promptly mitigation and the password change of CE workload. 
[0007] 

[Means for Solving the Problem]With reference to drawing 1. The means for solving a technical 
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problem is explained. In dr awing 1, the monitoring center 1 supervises two or more terminals 2, 
and has an old and new password of two generations, 

[0008]It connects with the monitoring center 1 via a circuit, and the terminal 2 holds a password. 
[0009] 

CFunction]As shown in d rawing 1 , only when either of the passwords old and new [ two 
generations of] sent from the monitoring center 1 when the terminal 2 carries out a line 
connection to the monitoring center 1, and the self password to hold are in agreement, this 
invention. Data communications are performed among both, and the monitoring center 1 
transmits a new password to the terminal 2 of an old password rf needed, and he is trying for the 
terminal 2 which received this to set it as a new password. 

[0010]Therefore, manage the old and new password of two generations in the monitoring center 
1, and this password of two generations is transmitted each terminal 2 via a circuit, When in 
agreement with either, it becomes possible to aim at mitigation of CE workload by carrying out 
data communications or setting the new password by a remote as the terminal 2, and it becomes 
possible to change a password promptly. 
[0011] 

[Example]Next, the composition and operation of the example of this invention are explained to 
details one by one using dravyin^^^^ drawing^l 

[001 2]In d^raMQgX "the monitoring center 1 carries out the remote monitor of two or more 
terminals 2 2, for example, the terminal of an automatic transaction machine etc., and comprises 
the console 11, the controller 12, etc. Here, the monitoring center 1 has two, a new password 
and an old password 

[0013]that, as for the console 1 1, an administrator points to change of a password **** — etc. 
— it is for directing various control that the controller 1 2 performs various processing in the 
monitoring center 1, and transmits a password setting request here **** — etc. — it carries out 
(refer to drawing 3). 

[0014]It connects with the monitoring center 1 via a circuit, and the terminal 2 performs various 
processing, and is an automatic transaction machine. When connecting the terminal 2 and the 
monitoring center 1 , when a password is in agreement, botii are connected, and it is made to 

perform data communications. 

[0015]Next, the operation in the composition of drawing 1 is explained using drawing 1 and 
d rawing 2 . Drawing 1 shows operation of setting out of a password. In drawing 1 . as for **, an 
administrator directs the setting request of a password from the console 11, 

[001 6]** The controller 1 2 which received the setting request of the password by ^* transmits a 
password setting request (password BBBB) to the terminal (business store A) 2. The received 
terminal (business store A) 2 sets a self password as BBBB from the graphic display AAAA 
(change). Similarly, the terminal (business store B) 2 and the terminal (business store C) 2 which 
were received set a self password as BBBB from the graphic display AAAA (change). 
[0017]** In the response result received from each termina! 2, the controller 12 answers a 
console. This setting result is displayed as shown in dravv[ng_6. As mentioned above, it becomes 
possible by transmitting and setting a new password as each terminal 2 corresponding to the 
administrator having performed the password setting request from the console 1 1 to set a 
password as each terminal 2 by a remote. 

[001 8] Drawing 2 shows the operation at the time of the security check which used the 
password. Here, it is assumed that the setting error had occurred according to the phenomenon 
of having carried out line disconnection in which the terminal (business store B) 2 was cut and 
the setting error, for example, a power supply, was cut by the setup steps of the new password 
of drawing 1 . Therefore, the terminal (business store A) 2 and the terminal (business store C) 2 
have new password BBBB, and the terminal (business store B) 2 has old password AAAA. 
[0019]In drawing 2, as for**, the controller 12 transmits new password BBBB and old password 
AAAA to the terminal (business store A) 2 via a circuit. Since the self password BBBB of the 
terminal (business store A) which received this to hold corresponds with new password BBBB, it 
performs and carries out the data communications of the connection between the monitoring 
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center 1 and the terminal 2, and starts operation. 

[0020]** The controller 12 transmits new password BBBB and old password AAAA to the 
terminal (business store B) 2 via a circuit- ^though the self password AAAA of the termina! 
(business store B) which received this to hold does not correspond with new password BBBB, 
since it was in agreement with old password BBBB, it performs and carries out the data 
communications of the connection between the monitoring center 1 and the terminal 2, and 
starts operation. Under the present circumstances, it prepares for renewal of the following 
password, and by the procedure of drawing 1 , the monitoring center 1 transmits new password 
BBBB to the terminal (business store B) concerned, and sets up and unifies it into new 
password BBBB. 

[0021]** The controller 12 transmits new password BBBB and old password AAAA to the 
terminal (business store C) 2 via a circuit like **. Since the self password BBBB of the terminal 
(business store C) which received this to hold corresponds with new password BBBB, it 
performs and carries out the data communications of the connection between the monitoring 
center 1 and the terminal 2, and starts operation. 

[0022] Like ** of a more than» when it is going to set a new password as the terminal 2 by a 
remote with the new password setup steps of drawing 1 , even if it is a case where a new 
password makes a setting error according to phenomena, such as power off of the terminal 2, 
and disconnection, It becomes possible by connecting, when both the new password/old 
password are transmitted from the monitoring center 1 and it is in agreement whether it is a gap, 
starting data communications, and setting an old password as a new password in it to change a 
password certainly and promptly by a remote. 

[0023]It explains concretely one by one below, Dravying^^^^^^^^^^ the explanatory view of this 

invention of operation, (b) of drawing 3 shows the updating explanatory view of a password. 
[0024]in (b) of drawing 3 — SI — the power supply ON of the terminal 2 — it carries out This 
terminal 2 has the password AAAA, S2 notifies an initial state to the monitoring center 1 via a 
circuit corresponding to the power supply ON of SI. 

[0025]The monitoring center 1 answers an initial state and the password AAAA transmits S3 in 
this, S4 distinguishes whether the password received by S3 is in agreement with the password 
(here password AAAA) which the terminal 2 holds. In YES, since it was in agreement data 
communications are performed between the monitoring centers 1 via a circuit by S5. On the 
other hand, since it was not in agreement in NO, line disconnection etc. are carried out for 
security protection. 

C0026]When a password is revealed and it is necessary to change urgently from the monitoring 
center 1 while carrying out the data communications of S6 via the circuit between the 
monitoring center 1 and the terminal 2 by S5, it transmits password change directions (new 
password BBBB). 

[0027]The terminal 2 which received the password change directions (new password BBBB) 
transmitted by S6 updates a password, and S7 changes old password AAAA into new password 
BBBB. 

[0028]By Uie above processing, the monitoring center 1 and the terminal 2 check a password, 
perform data communications at the time of O.K., and them in these data communications, 
Corresponding to the password change directions from the monitoring center 1, an old password 
is updated with the new password which the terminal 2 received, and it is made new password 
BBBB. Thereby, it becomes possible from the monitoring center 1 to set up the password of 
each terminal 2 promptly by a remote, without the conventional GE going out to the place of the 
terminal 2. 

[0029](**) of d rawing 3 shows the operation to the terminal 2 which made the setting error by 
the setting processing of S6 of (b) of dra wing 3, and the password of S7. in (**) of drawing 3 — 
S11 — the power supply ON of the terminal 2 — it carries out This terminal 2 has the password 
AAAA (old password). This cannot be updated from old password AAAA to new password BBBB 
according to power supply un-throwing in the terminal 2 concerned, disconnection, etc. at the 
time of setting out of S6 of (b) of drawing 3^ and the password of S7. 

[0030381 2 notifies an initial state to the monitoring center 1 via a circuit corresponding to the 
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power supply ON of S1 1. The monitoring center 1 answers an initial state and SI 3 transmits old 
password AAAA / new password BBBB in this. 

[0031]S14 distinguishes whether new password BBBB which received by SI 3 is in agreement 
with the password (old password AAAA) which the terminal 2 holds. Here, since it is NO, it 
progresses to SI 5, 

[0032]S15 distinguishes whether old password AAAA which received fay SI 3 is in agreement with 
the password (old password AAAA) which the terminal 2 holds. Here, since it is YES, data 
communications are performed between the monitoring centers 1 via a circuit by SI 6. On the 
other hand, since it was not in agreement in NO, line disconnection etc, are carried out for 
security protection. 

[0033]Whi!e carrying out the data communications of SI 7 via a circuit between the monitoring 
center 1 and the terminal 2 by S16, it broadcasts password change directions again from the 
monitoring center 1 (new password BBBB). 

[0034]The terminal 2 which received the password change directions (new password BBBB) 
transmitted by SI 7 updates a password, and SI 8 changes old password AAAA into new 
password BBBB, 

[0035]By the above processing, the monitoring center 1 and the terminal 2 check a password, 
even if a new password is not in agreement, when an old password is in agreement, perform data 
communications as the security check O.K., and in these data communications, Corresponding to 
the password change directions for the second time from the monitoring center 1, an old 
password is updated with the new password which the terminal 2 received, and it is made new 
password BBBB. As for dra wing 4 it becomes possible from the monitoring center 1 to set up 
the password of the terminal 2 concerned promptly by a remote, the example explanatory view 
of this invention is shown, without CE going out to the pface of the terminal 2 by this, even if the 
setting error to new password BBBB generates old password AAAA of the terminal 2. 
[0036]In d^rawing 4, creates the password management table 13 in the memory in the 
controller 1 2, and stores and manages the password set as each terminal (business store) 2. 
Here, the password AAAA is stored, respectively. 

[0037]** Corresponding to the administrator having pointed to the password change, the 
controller 12 receives a password setting request (new password BBBB) from the console 11.** 
Corresponding to having received the password setting request (new password BBBB) by **, the 
controller 1 2 searchs the password management table 1 3, and transmits a password setting 
request to all the terminals (business store) of the others except what is already set as new 
password BBBB. Under the present circumstances, the terminal (business store) which 
transmitted is memorized like a graphic display in the memory. 

[0038]** Transmit a password setting response to the console 1 1 after transmitting a password 
setting request to all the terminals (business store) applicable by **. ** Receive a normal 
response and an unusual response corresponding to having transmitted the password setting 
request to the terminal (business store) applicable by **- 

[0039]** Set up and memorize the password BBBB which transmitted to the password 
management table 13 about the terminal (business store) in which the normal response has been 
transmitted by **. ** Transmit the notice of password setting out to the console 11, 
[0040]By the above, it caters to the password setting request from the console 11, By updating 
the password of the terminal (business store) which corresponds to the password management 
table 1 3 when the password setting request to a new password is transmitted to each terminal 
(business store) and the normal response has been transmitted, It becomes possible to update 
the password of each terminal (business store) to a new password by a remote. 
[0041]Drawing 5 shows the example explanatory view of this invention. This is an example at the 
time of a security check. In drawing 5, ** carries out a call request to a terminal (business store 
A) at the time of POW-ON (power supply ON) of a monitoring center 

[0042]** Perform a call request to a monitoring center at the time of POW-ON (power supply 
ON) of a terminal (business store A). Similarly, a call request is performed from a monitoring 
center and each terminal also with a terminal (business store B) and a terminal (business store 
G), respectively at the time of the power supply ON. 
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[0043]** The call of a terminal (business store A) is established and a terminal (business store 
A) and the monitoring center 1 are connected. Similarly, a circuit is connected between a 
terminal (business store BX the monitoring center 1 and a terminal (business store C), and the 
monitoring center 1 . 

[0044]** A terminal (business store A) transmits the notice of an initial state to the monitoring 
center 1, Similarly, a terminal (business store B) and a terminal (business store C) transmit the 

notice of an initial state to the monitoring center 1, respectively, 

[0045]** The monitoring center 1 mixes password BBBB/AAAA and transmits to an initial^state 
response (business store A). Similarly, password BBBB/AAAA is mixed and it tranismits to an 
initiahstate response (business store B) and an initial-state response (the point C doing 
business). 

[0046]Here, the terminal (business store A) and the terminal (business store C) have succeeded 
in password setting out by drawing 4, 

Since new password BBBB is held, it is in agreement by this new password BBBB, and data 
communications are performed. 

On the other hand, since the terminal (business store B) has failed in password setting out of 
drawing 4. it is in agreement by old password AAAA, and performs data communications^ and it 
broadcasts a password setting request again, and unifies it into a new password, and renewal of 
a next password is equipped with It. 

[0047] DrawLng_ 6 _s password setting out / example of a change notice of this invention. TTiis 
shows an example, as a result of the monitoring centers' 1 transmitting a password update 
demand to each terminal (business store) ail at once. Here, instruction un-publishing expresses 
an unissued purport for a password update demand. Although tine setting error published the 
password update demand, it shows the result to which the power supply of the terminal 
(business store) failed in setting out of the new password by OFF, line disconnection, etc. 
Corresponding to directions of the administrator from a next power up or the console 1 1, a 
password setting request is published, and it unifies into a new password, and is made to prepare 
for renewal of a next password about these both. 
[0048] 

[Effect of the Invention]As explained above, according to this invention, the old and new 
password of two generations is managed in the monitoring center 1, Since the composition which 
carries out data communications or sets a new password as the terminal 2 is adopted when this 
password of two generations is transmitted to each terminal 2 via a circuit, respectively and it is 
in agreement with either at each terminal 2, a remote — each terminal 2 — a password — easy 
processing — and it can set up promptly. Thereby, it is (1 ). Mitigation of the load of the work of 
setting out of the password by the handicraft of each terminal by the conventional CE can be 
aimed at, 

[0049](2) A password can be changed promptly. 

(3) Ail the terminals (business store) in a user can serve as a surveillance object, and the 
function as a supervising system can be made to raise. 



[Translation done.] 
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